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Takes effect November 2026

Consent Managders
under India’s data
protection framework

What the registration framework under the Digital Personal Data
Protection Act, 2023 and Rules, 2025 means for your business.

Q Who’s who -

Data Principal Consent Data Data

The individual the data .. Manager — Fiduciary > Processor
relates to —incl. a Registered with the Alone or jointly, Processes personal
child’s parent or lawful Board. Acts on the determines the purpose data on the Data
guardian, and the lawful individual's behalf and is and means of Fiduciary’s behalf.
guardian of a person accountable to them. processing.

with disability.

PERSONAL DATA PROCESSING - WHOLLY OR PARTLY AUTOMATED

Data about an individual who is identifiable by or

Collection > Storage > Use > Sharing > Erasure
in relation to that data.

o One point of contact for consent = :o.cc<

[ ] o [ ]
Give Manage Review Withdraw
Respond to a business's Control consents across See consent, notice and As easily as consent was
consent request many businesses sharing records given

WHEN CONSENT IS WITHDRAWN

Data Principal > Consent Manager > Data Fiduciary > Processors stop too

Once s. 6(6) applies, processing must cease within a reasonable time — unless processing without consent is required or authorised by law.

@® Accessible @® Transparent ® Interoperable

A status, not a software category. A tool that shows notices, collects consent or stores preferences is not a Consent
Manager just because it does those things — registration and statutory role are assessed separately.

° Becoming a Consent Manager Rule 4 - First Schedule

ELIGIBILITY - PART A HOW REGISTRATION WORKS
Q
2 cr° re T S With the particulars and documents published by the
Board
0 Incorporated as an Indian company . .
e Board inquiry
° Sufficient technical, operational and financial capacity As the Board considers appropriate
€ No conflict of interest e Registered - particulars published
0 Independent certification against the Board's standards (Rejected - with reasons)
and assurance framework

Supervision: compliance directions after a hearing;
suspension or cancellation and protective directions where
needed in Data Principals’ interests — by reasoned written
order.

CONTINUING OBLIGATIONS - PART B 7 :y ears minimum record retention

Keep records Give access Stay data-blind

Consent, notice and data-sharing records Individual access and machine-readable Share data so the Consent Manager can't
copies on request read its contents

No outsourcing Act as fiduciary Seek approval

Statutory duties can't be subcontracted Conflict controls, transparency and audit Prior approval before any transfer of

or assigned control

° What it means for your business

1 Commencement # availability 2 Know your actual role
November 2026 starts the framework. It doesn’t mean Fiduciary status turns on deciding purpose and means,
applications, registrations or platforms will be live that not merely holding data. Existing legal and contractual
day. duties continue.

sz No duty to appoint ;s Expect external consent
Individuals may use a Consent Manager; No general instructions

obligation to appoint.

s Responsibility stays with you

Lawful processing, notices, security and rights remain
yours. Verify any provider's registration with the Board’s
list.

KEY DATES

Nov 2026 — registration framework & Rule 4
May 2027 — principal Data Fiduciary obligations

© Your preparation checklist

Map consent and Identify consent-dependent processing and trace withdrawal through internal
withdrawal systems and Data Processors.

Review notices Plain, standalone language; itemised data; purposes and services enabled; links for
against Rule 3 withdrawal, rights and Board complaints.

Evaluate providers by Separate ordinary software from statutory services. Check registration,
role interoperability, security, record access and conflicts.

Run a phased p]an Track Nov 2026 separately from May 2027, and monitor official procedures,
standards and clarifications.




